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Agenda • Who are you – 101 identification and access

• What is MEID and where is that typo?

• Authentication methods

• And their chicken-and-egg-problems

• Why p@$$w0rds s*** and what you can’t do about it

• What you need to learn from Popeye 

Remember to take pictures, post on X / LinkedIn!
#CTTT24
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It’s easier to stay out, than get out!
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Simplicity is a difficult thing to achieve!
- Charlie Chaplin
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Who are you?
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What are you accessing?
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Getting ‘modern’
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• Any calls from «Microsoft» lately?

Where is Waldo?
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Evolution of identity and access?

Egyptians Romans Monarchy Active 
Directory

Azure 
Active 

Directory
Entra ID
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Evolution of identity and access?

Egyptians Romans Monarchy Active 
Directory

Azure 
Active 

Directory
Entra ID

…As the prophecy of Dall-E…
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ABSI (Artificial Butt-Saving Intelligence)

• Block identity takeover in real-time

Prevent identity compromise

Enforce policies

Seamlessly integrate
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40TB of butt-saving security signals

Signals Verify every access attempt

Allow access

Require MFA

Limit access

Password reset

Monitor access

Apps and data
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Microsoft Entra ID

Microsoft Entra ID Free

Microsoft Entra ID P1
Included in Microsoft 365 E3

Microsoft Entra ID P2
Identity P2 = Identity P1 + Identity Protection

Included in Microsoft 365 E5

"Plans"

Why identity
• Authentication

o Who they are
• Authorization

o What they can do
• Auditing

o What they did
• Administration

o Maintenace
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Microsoft Entra ID Free

Microsoft Entra ID P1
Included in Microsoft 365 E3

Microsoft Entra ID P2
Identity P2 = Identity P1 + Identity Protection

Included in Microsoft 365 E5

Microsoft Entra ID Governance

Microsoft Entra Verified ID

Microsoft Entra Permissions 
Management

Microsoft Entra Workload ID

"Plans" "Add-Ons"

Microsoft Entra ID
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Identity security 
considerations
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CIA

Confidentiality

AvaliabilityIntegrity
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Administrative units

• Can only contain users, groups, 
and devices.

• Restricts permissions to a defined 
portion of your organization
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A random person
from the audience
A random person
from the audience

A brave person…A brave person…
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What are access packages? What can I manage with them?

• List of resources such 
as groups, apps, and 
sites, 

• Adds the roles a user 
needs for those 
resources.

• Policy controlled rules 
for who can access the 
package.
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Thank you Marius!
A brave random person
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When should I use access packages?

Time-limited 
access

Manager approval
or delegated
role / identity

Manage access 
without IT 

involvement

Cross-organization 
collaboration
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What’s in it for me?

• Basic catalog service

• Authentication

• Access control

• Limited security

• Modern catalog service

• Strong MFA

• Tokens

• Service principals

• Stronger security

• ME * Access

Active Directory Microsoft Entra IDAzure Active Directory

• Evolved catalog service

• MFA Authentication

• Tokens

• Service principals

• Stronger security
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Supported methods

Pilots

Registration 
campaign
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Go passwordless

• https://aka.ms/passwordlesswizard
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Demo: Passwordless

DEMO TIME
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P@$$w0rd?
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Hello vs Hello for Business

• In a nutshell: Windows Hello for Business = 
Windows Hello + the Asymmetric Authentication method
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Demo: TAP

DEMO TIME
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TAP

For joined devices to Azure AD
• During the domain-join setup process, users can 

authenticate with a TAP to join the device and register 
Windows Hello for Business.

• On already-joined devices, users must first authenticate 
with another method such as a password, smartcard or 
FIDO2 key, before using TAP to set up Windows Hello for 
Business.

• If the Web sign-in feature on Windows is also enabled, the 
user can use TAP to sign into the device. This is intended 
only for completing initial device setup, or recovery when 
the user doesn't know or have a password.
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Zero 
Trust

Verify
Explicitly JIT & JEA Assume

Breach



cloudtechtallinn.com #CTTT24

What?
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Some ‘uh-oh’s to avoid

• Global Admin

• Privileged Role Administrator

• User Administrator

• Security Administrator

• Compliance Administrator
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Too many cooks?

User Admin
Helpdesk Admin

Password Admin

Security Admin

Security 
Operator

Security Reader
Global Reader

Knowing the many layers of admin- rights
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Demo: JIT & JEA

DEMO TIME
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The watchguard

• Sign-ins logs

• News in Threats

• New features

• Those who still haven’t 
enabled MFA
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Demo: MFA register and Conditional Access

DEMO TIME
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ABSI in practice
• Sign-in risk

• User risk

• Impossible travel

• Trends

• Threats



cloudtechtallinn.com #CTTT24

What say thee, O’ Microsoft?
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Microsoft Defender for Identity 

• Monitor users, entity behavior, and activities with learning-based analytics

• Protect user identities and credentials stored in Active Directory

• Identify and investigate suspicious user activities and advanced attacks 
throughout the kill chain

• Provide clear incident information on a simple timeline for fast triage

Log into Defender for Identity:
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Licensing for Identity Protection

Microsoft Entra 
ID Premium P2

Microsoft Entra ID 
Premium P1

Microsoft Entra ID Free/ 
Microsoft 365 AppsCapability

YesNoNoUser risk policy (via Identity Protection)

YesNoNoSign-in risk policy (via identity protection)

YesNoNoOverview

Security reports
Full accessLimited Information.* Limited Information. *Risky users

Full accessLimited Information. *Limited Information. *Risky sign-ins

Full accessLimited Information. *NoRisk detection

YesNoNoUser at risk alert
Notifications

YesNoNoWeekly digest

YesNoNoMFA registration policy
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Demo: Sign-in risk

DEMO TIME
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Real-world scenario
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Demo: Secure score

DEMO TIME
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Wait – there is more!
Strictly Enforce Location 
Policies with Continuous 

Access Evaluation
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Please rate this session!
Your feedback will help with

• speaker evaluation

• content relevance

• decision making for future events

• quality improvement

• …and saving Alex’s butt!
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Thank you!
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Q&A


